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1 Introduction

This document covers the generation of an SSH Key to be used for authentication of an SFTP Credential
Account. It also provides the folder structure and file names to be used for Motor Policy Insurance Data
batch uploads.

2 How to generate an SSH Key

If you are unfamiliar with generating SSH keys here is an example using PuTTY; other tools are available
such as ssh-keygen.

2.1 Creating SSH keys with PuTTYgen

To generate an SSH key pair on Windows using PuTTYgen, perform the following steps:

1. Launch PuTTYgen by double-clicking on its “.exe” file or by going to the Windows Start menu -
PUTTY (64-bit) > PuTTYgen.

In the “Parameters” block leave the default key type as RSA. In the “Number of bits in a generated key”
field leave the default value 2048, which is sufficient for most use cases.

2. Click the “Generate” button to start the process of generating the new key pair.

P PuTTY Key Generator ? X
File Key Conversions Help
Key
No key.
/ \
\ By
Actions
Generate a public/private key pair
Load an existing private key file Load
Save the generated key Save public key Save pnvate key
Parameters
Type of key to generate:
® RSA (ODSA (O ECDSA (O ED25519 (O SSH-1 (RSA)
Number of bits in a generated key: 2048
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B2 PuTTY Key Generator ? >

File Key Conversions Help

Key
lease generate some randomness by moving the mouse over the blank area.

Actions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:
RSA DSA ECDSA ED25513 SSH-1 (RSA)
Number of bits in a generated key:

You will be asked to move your mouse over the blank area of the Key section to generate some

randomness. As you move the pointer, the green progress bar will advance. The process should take a few
seconds.

3. Once the public key is generated it will be displayed in the “Key” block.
E® PuTTY Key Gener ? X
File
Key

Public key for pasting into OpenSSH authorized_keys file:

sshsa AAAABINzaC lycZEAAAABICAAADEAqXIZy Mo Y T Bl LY ~
+Umf 3k E/r8P 3qdg 34r¥mO X0 Fx EP 98w ZXIk TnttOo Adwscg 6Scy AINCE4Ky KOKSk LCJ3
OGatCLZ 1rkqQbkt 2za X UGN 7bn50jadCdQ XK Tu Mxsbf S367n 303 XK 9ERN Dp GWEWW Dm
FIM5QWpxbey MG Sro MSSHv+AKg A Esmy W-+owid

+MCW./RHuwcRIGrQrYGLVRv Foz Lf UeGTI 74z Bt L YrigpsJ ApJoG EZWIw3gB3Z8Jwim

fingemprint: |55h-rsa 2048 3d:a3:04:41 :c:F:?B:cb:‘IB:D5:f3:G?:bB:dc:e4M

Conversicns  Help

|rsatey-20130408 o |
—

Key passphraze: |
Confimm passphrase: | |
Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(@) RSA ) DsSA () ECDSA ED25515 () 55H-1 (RSA)
Mumber of bitz in a generated key:

4. Save the private key by clicking the “Save private key” button. You can save the file in any
directory as a “.ppk” file (PUTTY Private Key)
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5. Save the public key by clicking the “Save public key” button. You can save the file in any
directory as “.pub” file (Putty public key)

6. Right-click in the text field “Public key for pasting into OpenSSH authorized keys file” (see
green circle above) and select all characters by clicking “Select all”. Open a text editor,
paste the characters, and save it.

3 SFTP Client

If you are not planning to use a command line for SFTP this section might be of interest. In the
example we will explain how to set up Filezilla (but other clients are available).

3.1 Setup Filezilla client
1. Open the FileZilla Site Manager by clicking the top left icon in the menu bar.

File Edit View Transfer CErver Bookmarks Help

il [ |- > | B &8 L. -]

Hiosk: o Username: Password: Pork: Quickconmeck -

2. A popup will appear for you to create a new profile. Click on the New Site button and give the
new site connection name.

3. Atthe right-side panel, enter the following information:

e Protocol: This is a drop-down section. Select the SFTP — SSH File Transfer Protocol option.
e Host: Enter host name

e Port: 22

e Logon Type: Select Key file from the drop-down menu.

e User: Enter username.

e Key file: Click on the Browse button and select your private key file.
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4. Press the Connect button, and it will save these settings and connect FileZilla to the SFTP
server.

Select entry: General Advanced Transfer Settings Charset
= My Sites

& ETP AD IPFUtUCUh SFTP - 55H File Transfer Protocol w I @
@ o I Host: unityadlsdev.blob.core.windows.net IPort:g

Logon Type:  Key file ~

User unityadlsdev.mibdevtestusrl e

Key file: C:\Users\LA20376282\Downloads\SSHKEYTESTy | Browse... | o
S —————————————————————————————

Background color: None w

Comments:

@I MNew site I MNew folder

MNew Bookmark Rename

Delete Duplicate

Connect oK Cancel

4 SFTP Folder structure

Once connected you will see the below folder structure to upload or download files.

ros

Filename Filesize  Filetype Last rmodified Permassions  Cwnen/Group
from_xpn File falder 04-07-2023 14 drexr-x--- 00 Tue,
J to_xpn File falder 4-07-2023 14,  dremreg=-- 00 Tue,

e to_xpnis where you should place your upload files
e from_xpn is where your results files and reports can be downloaded

Note - The standard file name format provided when the site set up is confirmed will need to be
followed for all files uploaded.

5 Using an RSA key

If you are using an RSA key type and using a command line, then you will need to include the
following option when connecting to Azure. Sftp -o RSAAuthentication
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6 Firewall changes

You might need to open your firewall to access our sftp site.

7 Transmitting files

You will need to connect to our SFTP service using the username, your private SSH Key and
endpoint. The endpoint for SFTP is:

sftp.navigate.mib.org.uk

All information on supported clients and algorithms are included on Microsoft’s Azure website
here.
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https://learn.microsoft.com/en-us/azure/storage/blobs/secure-file-transfer-protocol-support

